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00818715.0 



ft M £ * =B 



mum 



3. M&«£ l Wtl, #tttfcJ&kteflf-£*-**»## 

15 7. *Mfc;IM'l*£ 1 #ri£.tt£.i, *tfltat#*A*.44»:. 

11. n &t«W##£M##f*l&te 

12. w^j^ii^^^i:, itwuiltt^. 

14. 11 *t«M;WI#Hai±, ffM 

25 15. Mfc*)£>1U4#ri£fMj&i, 

16. *#*l*]*JM4/Vr&tt#.*. £t^i£»«*Ut. 
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u m 9 * u ^2/3^ 



17. ***L^']**. 14 0fi4.tfJ|jLl, *t»ri^*i<i**-**. 

20. *&;M'1*£ 2 A 3 #r&#&£, *t^ii4^H^^4^H. # 

21. *M&*U>]*& 2 & 3 ^it^StjE, *t^^H&^^-^^- 

22. 1 flr&tt&X, fete* ^,GL-^*J- 
is 23. 1 £X, *tit^^^i4^j^^ii*S«^ 

24. 23 #f^£l, 'fctf^-H*- 

25. 4M**t*J**. 24 0f-i£#£3L, *+*<fcJ**-atX^^*lr ^t-t 

20 MMiWtA»ftt, 

27. »^-J^ 1 t-f&fei^^Wm 
25 28. *M§>M'J*£ 27 flraittfcX, &te$^®fmm&$-')'-Wto& 
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ft i« I * I 



29. 28 *t«til#*»^^^iC.*ti5tJ.^. 

30. m&Ml^li 29 «fii.6^jSt3L, *t^^H^^^l^to«*t«o 

31. 28 #r&#&i> *-ati^^JW 

32. 31 &$%ilLte&k3&&TSLl*i 

33. 31 flf&tfl&S.. i£~#k&Mr&&, Mi^tt 

10 34. — *fr#:&ife,3Mi3L, fete: 4#H, ^p«5UH$M; 

ifcfc&fete: # 

# « w 5i & & n 1*3 «. 
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ift m # 



«fc**t«Jfl^*lfe-f . **ha*il ASIC. 

.0 

e,**^ £ jft * * t ^ F^oL * a & a&jfc f . -ft # ^ -f *t 

15 tf^ft^&tf^&i&fT ?£&Js^&^^UtUL&^^ US 5369299 
5916944 «T -ft + M ? 

£ -ft 3" * 4_f '] ft ft & n*t % & « # aiMM&M . - JS.#& H#r»j JiJ f & , 

fell SGS- Thompson T — £W4MMi*>&. 

25 tf^Afe. M, ^-L^fii, ^S^Mf&M, US 5861662 
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1ft 1S B2/27S 



#']JfJ&# Jitf>fre$/JSf#iM^ Philips Visa -f^ Siemens SLE66C160S 

#T#«#&#JM*M& "nfl*." 4fc<&#liL6«.i+ (reverse 

engineer ) i#;fa$/##iMt#J^^iS>#$# . 

£ "Design Principles for Tamper Resistant Smart Card Processors" 
&-ft-f proceedings of the USENIX Workshop on Smart Card Technology (10-11 
May 1999) fa "Low cost attacks on tamper resistant devices", Security 
Protocols 5 th International Workshop Proceedings, 1997 pi 25-1 36 

jfe $ itfl & * ft 3r ^ Ji # . 
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1ft m 1S SI3/2751 



^.i&M^E. & A & a& iifc III Sfe 4M. *Mt* tfM/»-W M ft > 
{%*<§Hm&) $L%i$MM^$k, 

&mm) m fi&tfiHiVLT, -^m^&^m^ 
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$ BB 15 JS4/2735 



$31 (T^^TZU*^!!, W^Hi^l ROM) *»M£JU3[Jt 
fcJs, ROM -*JMfc#, ^t^MI-t^Wt, 

IJMil $/fcflt , ?£;MMf # Jitf fit t ft ( *P : 4*> # 
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W BJ -fj H6/27M 



$ 8B^th^tj^VIIIB-VIIIB^s @ 8A#r^&X^#&S; 

io a 12A^ib»^^^^J^it^^t^*t^^^^t6^^*a; 

15 12BfcS 12C ^'J^ttH^A'&Wg 12A ^^X^^^^f-^ 

@ 13A 

® 13B^l® 13A 0r*£X-~*P^tf#J^8. TFitTfAWS 13A0NV 

is fcX###-8Ut*t*; 

ffl 15A A^*.X*^i±«^5iit^a; 

20 s i7^^^jf)w^^^«3aii-#^^]^«a; 

® ia flhrtf&X&tel 7 (CPU) ioo, , b^r^^L-^#>t cpu 
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20 Wj-Si^ 



00818715.0 



*J*»: Motorola 6805/8051/6811 & Intel 8051. 
*£is&— (NV) #« 110, + , #&iM± 

110 ^L^T?iL^^j (4aj*», FLASH & EEPROM jMfc*&>W$MH** 

( FERAM ) )„ #« 110 tL^#«t»i*)^^«E, #fc&*t*UfM&#, 
5 Mp, p4s iat&J&W-M^ *fc^&£ 

j&*h a£«/(fc7 (EDU) 120. i&i±*']fl EDU 120 &iiU£^ 

CPU 100 iyffi #4*211 10. EDU^^i^^.^^^^^ DES, 

3DESx IDEA it, TEA fta$$$-&, &&tt&'5&i£«l 
10 $*%4&vMM, 130 H/f^^tt^ 160, 120 

* | ]ffi*l££'M*&£ 150 mM^^m^mk 140, $J3MfrA* 
it 130 *rm$&%M.&& 160, #4H 150 T&^-f 50 
>\i 170. 

is 150 Mlt 170 tfj-MMi, #j*iMB,&#^*l#'l±^ifa'f*^- 140, t 

mkK.%-K, 130 ^-ii^^r»]#'^#Ti±i'(t-!- 140 ( M ) 

160. A 160 idS'J^t/^t-^it 120. J.^#2fcxt«^*nfcBt, # 

160 ^j^f . 

20 cpu fe^ ioo auH*H no t^iit^l^^t^. ^A^^* 

|ij##Hll0, «A#*^**.iilf!l*»*/*f*#-/t 120. i&###||110 #*k, 
iit^, ft & ^ (190) 4MHfr& 110 i&fjiwf/ 

«#-/L120 o iv%m%$-TL 120*f^f i*3 ^ 190^flf^^f#^/E^t^ 
j&^X^illfiJ CPU 100 &4f*tJg. I»t/it^ 120 £ CPU 100 ig#f* 

25 H 110 ^.m^w^PM^k^m. 

50 #£#'l± 170 140 ^ 
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ffl U B8/27M 



5t%mm^ < ) i6o bj*.. 120 

110 ff JLCPU ^MM^MN*^. 

ib ii-f i%mm*t%fciH, fe.&>%m\*? , 

195 CPU#'« 100, 110, ;Jo&/#8MMt 120, 

5 $*%*frA.f/£, 130 #3Uf*-&» 150. 197 ( @ 1A f*}^£ ) « 

150^£^»]#-bMf-f 140. 
jtt^h, i£R4&7#r^/%di W 210, 'S^^Ak^A ( *.*tfa ) ^Hii, 

195 %m^^^mr&&m&miktf)*k%F\ 

io tfi4#sj^n#4t^A^^^^.5.. jbg, %kfewte^$L& 2oo„ wmi$L& 
&tefli^?Hfr&&^#tf**4#& (rom), jiMM&frfeteflt&ft*^^ 

14, &i-r^i&m i iwwcm^ , #ut 

15 #fl£.i£4fjft$, 4MTfc*Mi£#tf#-=--*P3*. £#i$ 1002, 

& 150 *ifa^»J#'£'fi^- 140 o 1004, WtoJ4Wt-t 140, « 

i£# 197 130 

^.^I^^f-^a^, ^Wt. WT«I HO 
fi^#*tM-^ffr ( jNfc 1012), 1 006, I/O 

20 ^-^W^» 1008, iwt/j&f-tiML 120 Jfttf^t "W 

£##1010, #it#:4&^A^f*&110. 

1014, ^^^^t^M'JI^, ^ttSMWf 
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& If =fS 319/273* 



@*t, &#Ut7® 14 ^nt^4o^fci±^J&, 160 i&iiiD&7 

ft$JMt 120 :tT^i*n»l##;M-« no ^ Wlrtlti. 

f &«E3l$&#£iU>]44*& 110 1*], f&fc&mb$cmz\fc%%. 

£#8 15A, ^jf]3t, 1102, ««f-^-£«: 

io «'J#-ti« 140,^-^n^lf— 1104 ftM^f Jiii#* 1002 

3* 1004 ). 1106, i£%LS.$ltf&mi%i^, ^T#^#® 15B#^j&# 

1108 120 ^t^^it 130 

l^-g 15B, £#^i±^it, WM.^/irA'feaM^Mtl- (W*: *S 

is CPU 1 00 4Mf 

1202, 120 fe»J CPU 100 ^Bt^^t^H 110 

tt#$^atfi**B4^i.^#^. d^i*^*-*^, 1204, ^4 

^Hiio^iMa^^, ^## 1206)^^, $-&1rm 1208 i^sij cpu„ 

1214, EDU 120 CPU 100 
20 ^M^, ^i^f/frf (iH&1216) ##^^A>fH** (#8*1218). 

^#^ 1208 ^^1218^, £#^ 1220, ?M#;l£ A SILT *ft^tfr«. 

ifit^. cpu loo Ji^f-^t MJH?'tfD> #JL:fcp&dimi£fMt&, 

fm^m^n% 1106. 

^T^-atJL CPU 100 #ifti±%A/ttiiifca^&*r##. &i£#Hfr&T, # 

^t#J^4^n no nut, to (&xr*i) ^toi^i^, 
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m -U ^10/27K 



1*3 CPU 100 

II 110 F*]tf 

5 * CPU 100 ( ib ) 210 ?Mf 

#M%»fc#- 220 *t#« HO jifrf-ik. 4.^8 1. #&Tarwet 

t« 120 *#f#i^ 260, ##t^A^ 130 ^t^^^H#^^ 
270. 

£jit£;&#'] t , # — ( 3P£ ) 240 fcf- CPU 100 #*M§& 

10 Jfc4*»#/#M£'fe& 260 4LfSJ, $~ (^t;) KMftff% 230 ^i-f#^|t 210 
^»-^^^>^/^^^^ 260 ^fal o ^jft,^«fe^Jt. ^-MLfc 8>N?t (64 

250 fc^*'*/^**^ 260 ^A^B&tfX^^-g, # 
JL>a^*,Sg. 250 230, 240 Wtfa^Bi^ @jH^r^i& 

[§]#, ^*J«fc^ 280 (Bp: ^&7#htt& 260 tf*fr{fc«6tt 

^4MH 230, 240 #*#A*M@i£. 

$R/^<feJ& 250, 280 aM^-H 230, 240 CPU 100 

^£*KlJi*F, &rfi, 230 280 i^#]4aH (£*& ) ititit^ 

20 iSjjtb, i*^fc-^7iMkiWmW? 230 Bt, mfc%-^7T&itiL%L%ifr% 

240, it«&; ffJL^-fe^J^H 250 23Oi&&0t, IS 280 

£ CPU jrHALfHkn- 110 »»Etf, 4*#S 230 ft&i.#4UN&& 110 
#^«, #JL4g#g 240 #.ifc3L#>y^*]« 280 iR/^H 250 mt 

25 230 #^M##«^il5'J^^/^t^.^ 260, 

& 260 #ikiMTk$3k&ft#$\ ^*]& 280 #M##i£|fc«&iiU^ 
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% m is %\mm 



. 4j&#* 240, $j#H 240 *ti!tJLA4<H*4t*iiL£!l CPU 100. 

^il, £CPU lOO^St^H llOaWr^AH*, ^#H 240 *fc#^^CPU 
100 (?M*tfc )) ##iR.^R 250 #4fc###fc#4Ufl# 

t§ 240 ^ijii#S<J^t^5|- 260 ##^*]& 280 #&#^$}#H 230 

5 $i#f§ 230 MI.^#^^tW^J^-#ll HO. 

^T-i^^-^M^^, CPU mf&&fcf>)&*±zt&lt4% 
£§ 110 ^M,€-^,_t, -^M^m^t-^^^M%^% 230. 250 # 

#^#&£J*»t/#F£fc& 260, 260 *ti£^iibfT$Ft. 

5^ 220 #&*]T) tUtfMHHil 240, \m%^»M#r 

10 II 240 ^*i^#SiJ CPU 100„ 

^T#Uf:*?«, XS^Hj^lf 240 M. CPU 100 &i|4c#^ 
^> #&i±i&£-& 250 #-ii^&5'];fc*/Jft#<fefl8. 260, 260 
f&Js, iii±^*J» 280, ##^&&&#S>J4lS4SI 230, & 
^#^dj^#f'J#^H 110 ( )• 

tti^ij^at^tl^^^/^t^ 120, fi^M'Jffl cpu ut^tat 
SUtT^tb cpu ^ffi-fib&pap/jSFt^a^il^^A*. 

*-£*a-f 64 tetfjAtSU 100 — ^ 8 fc/1 ?f»14 
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ft m # 3112/2731 



t§ no ^ 

260, ^t/lftt,^ 260 *h£a£fi-#f$. 
^#^A«H 100 ^*£%*y, ¥r%'t J K*Jfr%&\. t&fe, MMtoftlft 
s 260 ) Mii^^ff^SJS'J^HUO. 

3, £ 3 jt^Tjrdj^S 150 197 

&&*t*fc8- 295 290 &*r&*J. W-fr, 

295 ^*JT. iti±»l^H 290 — ^*fc,##&H#r 
jfctt£#flL 140 i££i]i*d};S*.*.& 300 #*ifcifc*.g- 300 tfttfcliiUM* 

(ADC) 310. if'J^^J^i^JSfc'fe.M^-'feaA.^^S ) 

320 *f ADC $kik,&mtSt, ?X®.$k&<\~miL&Stttm, % : ,%.Jk 

#j£^*t^#*»T***.A^'l±^.^<i^» (LFSR) 330, 
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& m U 3113/2731 



&tf*t&*HE.# 350 ). ^t^i 355 4« # ^h^-Watt ( #>H*: ifi.i±^ 
fii^lS 150 ll^^^^Jl £&%%i&$m 
N^'h i£#^*#^H 150 i!tl^tAtW«-flj (iM?ifa), ^KML&it 

1 5 0 »] ft 5 0 # E $T HA * 3^7 T P^itii&^^lSiJ T * 

15 tfj&Ait. 

&#&&4uqtfffil$^«#HK*. (l0- 9 m) H3itb, 1 -f 
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$ ® -1$ M14/27M 



£ # — *p ^ii^^ * ^ $ -f m m % ^ # # ) , jYSL^n%.%^ a * 

-M"ffi 5a 5b, + , 150 

io 350, #iL&teifc^m^jfc 363. &mz$iWim&ffih%L&rt 

&XF\k.'b> fy)kfc/&t&-%-$-$M& 360, il^^^i? Ni-Co-Fe (Pp: 

50 tfji, Tifcl.— tffc#;*J*lfc 365a* 365b, ^f-iiit^fuWIS 
363 Jgit^ 50 ^^^M-^lfJ—^^^^^^iStSL^^ 365a, 365b, 
15 ^Jfc^-fF'Jt. ##ft^ft*k.#£f-#L 365. 

365 iMfr*. 50 ^»t-|#^^ 370. 370 

(&$1&10 1 1. 10 s 4LffiI^si). « 5b #r*. « 360 ^^4.^^^,^. 
360 -lit, MfiMfy'lk^inL 

20 £Ub, 150^^#^H*|-t^^#'riT^, ^Ji^ii„ 

jtb^h, -»*h^ 370 ^Wt^M^M^M. Sjtb^T^^ 

25 
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tt m is mi5/27^ 



@ 6 ^&&^w®tt&tf^rjL^%4p£fc?£%4m%&m^m%. 

fcitrnfrZ-F, 150 50 &**#-£*,*fC7, #JLi*#& 

H 150 T^^i^J'J^^^^iM. /fc^it^t. 381 

5 ^ ( iia±8P] «, FJLH« ) ft 4 ^ H% d{ . 

50 ffl^i* *.JL<Kl-f 350. 

**.^**4SPfL**JW*^ 363 ^. 

Both, »r^»j*^^->5t^ii^fs]itii*tf. so M 

#*S&*M#*a*fc* 4 ). 

it - #i * m&m 

+ , £*h£ 390 (:MIjMS&*J*#., -r^^wg.) ft, 
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$ m =f5 ^16/27K 



50 W-jtPteMifift^bM: 391, #JLrt-Sp-^<fe^ 391 

#?T»-^H#4fl 392, 394, 396, 398 j£__3rtf *, Fi, 

391, ^J^»Jv^^FJLll«J*-ji^v^ 0 ^j*^, -^a^^T^^^J* 
#&H 392, 394, 396, 398, 400 fclfi Rl -R5. j!fc*h ft&jMJi-^ai*. 

io ^ 8a*»S 8b ^ife^J?]&&te#^ii# -£jt£«]t, 

:fe_fc.0fi£, JM05#*_. £*k£;&#'J + , >& 390 *h*. 
363 l*|i&J.if $m&4n. it&M&^Ufc%4p?£^%L 50 ^ifellNfc. 
is + , itit#^#^H 150, ^XfflH»*^*ii^^^-ir 

H 150 &#i£#—>Mr-S-, /Aft£#&f| 150 ^ JiJr 390 4uV£->tsMr£ 
^-t ( 410 FJ.^J.»± ). 

25 — *f— X^H 602a, 602b, ...602e *fr/JBE-*'l^JS'l/|_.# — *fr>M*4Mfci* 
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$ BJ! U 1117/27^ 



IllflSI 602 # D ^m$Lm 604a, 604b, ...604e + 

-^te&fl«»A3&. -f^M.H 604 tfj£# (*P: ?M*I^) 
^— #— jtt-X^U 606a, 606b, ...606e ^faM — ^— — #T 

. 

5 Kith, #]J?Jg- l/flll. D SAk£»«;M5-;l/fl*. ^T^^Mt^i 

#^M£j£_H 604 6t^-fi^/v^i€^S'J— ^ OR H 608, OR H 608 
|J CPU 100 6^^i^^A^|#tiiF#MII (fciFifa ) fttfTA. B*b, £CPU 
100 A*^S«S'J***fcl*Bt, #MJ&«^ffl^#h 

io ##^«j£*##WB4frdiiaU>Jjte,&# — 10 606 

— UUH 602 

^-^^^n 610 D ^teH^at^, jMjJLBI 

H 610 #->N&D4*»|fcCPU EfcHt^, ^-^-^o^-^ISi^Ht^-?-. 

-^fefe&$mSLX%$L-fk&te&&.¥L?r cpu 

^-^li&il 612 OR H 608 ^Uttfa^it, «-A^|Jf} 

20 H 610 W«4Bi£, ^ih^-^lJUII 606 *$&4fj4frAsfc^i£, 

612&&#Df!ftk&g 604 ^Jt$*frdl*J9«*«rriS*4Lf«I^-jfc. 

25 
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& « # *18/27K 



£ih£«'Jt> ^&#&&'IiMHfc&&# 460 — CPU &«t*t 

Jf &JML&)i 470. + * -iNfrlM.'-r^A.tf, Wt* FLASH &EEPROM, 

460 i? CPU 470 CPU 470 460 

450, 3M,fcS&. 450 ^HL*fitf)fo%$fc. #•£ 
4nx>KfcJL£— 485 _k ( 11 ft-fc ). 
£jfc£*fc#]t' 150 ^MMpm» 485 4lJi, 

io 45 0 o #^nifcl£*P>W*.3MSL 485 ^MJ#JLi£i&££|U&« 

450 

PCB 485, £#^#]A^T#te 385 50, 385 iftAJLtiiL 

, H 1 5 0 . 

450, 460, 470;&i£PCB 485 _£.4l£, ffl^llli&lJ-t^ 50, 

is I ^ aM^^h^ 480 vxm&^A 50 #£>MR 

it I/O &a#4fc&i3Lf"]i*&JL *Jjfl&#£. 50 ■%-&¥]%in&ftfo%, 

mm&ft^n&im 46o„ 
20 m&±.&.im^um&, 1^74^11 46q#*cpu 470^, 

« 450 ^#±&£:&*]ttf W-W. 

H*b, jtb W£^£ B ^ ^ %ftttM£s.7?ft%k&%* CPU & n A 

25 #/v£afc#J- 

S 12A J. a 12C ^ii^^'Jt, &7£-fc.i£&#'Wt& 
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tt m 13 ^19/27^ 



^ft^[5]« 500 510 ^&<^, ^-fn^^Bt-^^^a^i^^a, 
5 s 12B ^&i&®mm*&^ft&x^%Lm&fi, a 12c 

500 jfp 510 «Jf^.«a, ^ft^&ftjSjfc, i£ i£&JU& 

^ffi#i&4M w ##.50. &#£"f£#&ft 150 «<J;fr^|£&;££^£^, 

10 4.^.^a*^A,«A#«. 50 fttf, 

13A^S 13B, &tb%m>}f, 50 &#«-^(#] 

is &*R4rA*±8tit ( NaSi 4 ) <H)&i»M 515 #>] 

j&>K OTTI^-^^ 520 (8 13A#ifc£>HE l ift), fcte-f&Afc 
3S- 350 tf&fc_t. itiS-sr«*«iik.4Xit— *Lf (LED). ^b^^Jt, #^ 
150 

20 515 fete*.±|!fc*l4iM$«& 530, 530 J^ifcSft 520 

% 150 w^ixr^m, -fmn,k.m^^ ^mfr^xn^ 

&£Jfc&tet£&fr¥)ft'&T, (decrystallised 
25 areas) 530 aWUfl . T^^^a^r^, 
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m # m2o/2iM 



+ , 50 4fc&*U^£#Jitt^^& 540 *t 

540 tfigLMttft, mA*^&fcfe&i ( j£TZ&%-itft&% 150 

*SS 520 &ifc£*t&A. f'Jifctt*. 50 ^tf^'htfe 540 
*ljMtf&A (*4*»: 560 ) ^iUftiUF*]-^, ##J&SiJ (# 

i&# 565 ). 

io ^ 560 tf#JM&*±2f D 570 # A,- ft^fl-^gj*. 565 

15 

^#M#«J^« 110 f*3. 

20 ££;fe#]te#*&#£/3*##&3l (ROM), 

16, T^^rfiJ, ^TitjJ£T-^Pff^« 111 vXXJm%W$%- 
7t 120 ^^it^i^l^^h, J? B IB ff\-iFtfi$k&&)fan. 

M^'lt, #-f*& HO (ROM). vXfo%fy&&?^& / & 

25 % 110 #')J?)$-^^tt^ift^t= 

-^it^wn^f^ in a, in «&<&4# 
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$ m =fS H21/27K 



g Flash & EEPROM), 

^h^^'lt. fe'&tfWteM, $Mf® 14 ^-Tfr^^W 1002 jfp^"* 1 004„ 

^t#n, mjstm&tym. 1004 (gp : ^^.-Mfc-s^ > ^^s&^i^t 

^.^it^lt, 111, 

10 &it£«fc#it> — (ROM) -?Hfr§ no Wl^ 

3*.. 

15 

17 ^ 18, 'E'fn^^-^^J^ffl lB^S 2 19*jyl. 

£ jfcb £ HiM t . ffi *i If] M -f ^ Ji ii. £ifc#J t ¥] 4 R <tf / t o 

&«;&#'it, -^^-t-^^^it^^, *m ROM 110 {^l-te. # 

20 >b> &jtfc,gafc*l + . iM3M^f (*P: 8 ^if * 

*b rom $m¥j%4M®% , fl3^.#*fe^n^*^-*t i P*fe^— fe, jM-r^istw 
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& W 45 3122/27^ 



5 ^<^ 0 

1^7 J^&£;&f«^4*^h £B 17 t. iSti7##i&#i& (44a 
4& ) #-7t 704, te^-Tt 704 #4^^H 150 #r£^, ilit^H^ 708 4£ 
^^f-t, ##|^4^t-r 718 ai£j&#'fSJM,702, £SH8f 702 
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An integrated circuit device comprising: a circuit 
which uses encryption; and a protective member 
(e.g. encapsulation packaging layer) which 
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is responsive to at least one physical parameter 
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therefrom), so that tampering with the protective 
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